MES I/O Gateway |/ f#fAE

%

Web & A Fl 22115

{288 5.9.47 #E>MES Gateway B Web 77 ( http://<DUT-1P>/ ) SRHITHEE A HRREF
NEMATERIRT: . BEIES 5 B THREE XS A%RBILZIEN Tokene

THRZ R 557

e B REE (BITIRE R F—RFAHK) S ESZEILMmAE Token:

it FH#% Token HEFR At

@ TS change-me- PERM_ADMIN (2) 2ERINAE  AREEERE ~FRAN /0 EEHINOTA &E

(admin) admin I

@ MEE change-me- PERM_READONLY HFEEE Dashboard / Config / Rules /

(viewer) viewer (0) Devices / Settings; FTA R A&
disable

L e FRRTE—HEM R E MAATERE  TRMERIEHERBIAEBSEA change-me-
admin SERIEHIEME

02

MES 1/0 Gateway 1/7


file:///Users/kc/MEGA/Develop/KCStudio/MetaSource/PillarArduno/config-server/public/docs/index.html

AL B

L. FTFRARIES WARE IP@N http://192.168.51.77/ )
). B—RERZAE LB SEPREBE & A MES Gateway Modal
5. HETFHIEEEE REPRARAY:

o T@ &IEE (admin’ 2EPINEE) |

o I® MEE (viewer REEEE) |
. 7EToken E1H{IEI A FE token:

o WHEKFESE: change-me-admin Y change-me-viewer

o BEIRFABARME

. BmIE AL

BARINE Token FEMRBIEZSH localStorage (key & opta_token ) > FREHE—1EE
BERAEEH modale

03

i + IR Badge

£ LEIRE (Header xA1H:5.9.48+) =% :

JLR ]

© EBERIIMRE BEy) /@ Eh /= EN
@ admin/® viewer A2 badge EETEHIBASR ;admin AL viewer FREEEIT

Bz ALE275BR localStorage + EH reload + login modal Efr Bkt

MES 1/0 Gateway 2/17



5.9.47 {BE LK ERIEFKER;5.9.48 #EEYRNE £ header (EEEAR £ user badge —itE)

B FEZE Token (RAZEIRD

i APT B

# 4 admin token (index 0)

curl -X POST http://192.168.51.77/api/tokens \
-H "Authorization: Bearer change-me-admin" \
-H "Content-Type: application/json" \

-d '{"index":0,"value":"<your-new-strong-admin-token>","permission":2,"name":";

# tX viewer token (index 1)
curl -X POST http://192.168.51.77/api/tokens \
"Authorization: Bearer change-me-admin" \

"Content-Type: application/json" \

-d '{"index":1,"value":"<your-new-strong-viewer-token>", "permission":0, "name":

# W
curl -H "Authorization: Bearer <your-new-strong-admin-token>" \

http://192.168.51.77/api/tokens

Token Fyo#iBl:4 ~ 31 Fro 185 16 FoA EBE#FE (W0 openssl rand -hex 16 )

51 Web UI % (Bi#|4)

Settings - FAEEE & (admin only) — £F sprint-28 #_£ Ul (FR-A5-25 follow-up) ©
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FIBE/® TokenManager.h EHR=ER:

4 i Rl
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PERM_READONLY 0 SHE GET»FrE POST/DELETE/PUT [E] 401

PERM_CONTROL 1 8] 1/0 $%# (POST /api/io/do ){BRAEER config/rules ((RE > BAI
boot 7 & seed)

PERM_ADMIN 2 2ERTHAEE

Z{EE . tokenManager.hasPermission(actual, required) FB actual >= required Et

8 BT admin AT LA readonly B9ZE 218 viewer A8Ef admin BYZEe

BRIIEIEFAE endpoint #F checkAuth() 1RE (B BIFREMIL) — EEL auth BIEHK

FXER1X (license reset~tcpio clearsrules clearstokens EIE) &R IERETE(Eo

Hiig HAth Token

R %AAE 4 43 token ( MAX_TOKENS=4 in TokenManager.h) -BIaN#ri%—4E control &4k
token 451483 A / BENEAIE
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curl -X POST http://192.168.51.77/api/tokens \

-H "Authorization: Bearer <your-admin-token>" \
-H "Content-Type: application/json" \

-d '{"value":"automation-bot-token","permission":1,"name":"playwright"}"

A index WURTHIGEIREE];slot i (4 #B) BKs(o] 4090
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I Token

curl -X DELETE -H "Authorization: Bearer <your-admin-token>" \

"http://192.168.51.77/api/tokens?index=2"

fh = A EEMIBRER 12 —1E ADMIN token (Bt kiEELAEIE) o[0] 400 Cannot delete

(out of range or last admin) °

08

API endpoint —&

Method  Path REFR At
GET /api/tokens ADMIN  FFRAE token (value BERAIT 4 + »xxx + 18 4)
POST /api/tokens ADMIN HriZ / T tokensbody: {value, permission,

name, enabled, index?}

DELETE /api/tokens? ADMIN  fHB& token (B5&1&—1E admin)

index=N
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Q1: =5 admin token 7 /BB ?

EMRIBIR R RAZ (Settings — #EEIR(E - WMIERERKR) — REELEIHR baseline EERIE
token BE reseed & change-me-admin / change-me-viewer ©

Q2: Token J2HH S {3 2

TEoHIBE HTTP server A3Z#g8 TLS FRLA Authorization: Bearer xxx {f@AHFERA
:

o REMIERIERER

o AREIE admin token BEARIZ

o SRS =EBERIEI reverse proxy ({1 nginx) £ HTTPS (5.9.47 188 RT4ME cloud
HTTPS{BZith server {32 HTTP)

Q3: Playwright #llG{/EE 4T token ?

JS
const ADMIN_AUTH = { headers: { Authorization: 'Bearer <your-admin-token>' } };

const res = await request.get('/api/system', ADMIN_AUTH);

gyl BASE_URL=http://... + localStorage.setItem('opta_token', '<token>') 7f
page.goto Aij7EAc°

BB

HEFERIZFRE reset token (BT R ERBIAZINRGE) - HERT SOP & 7A:
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L. HS% admin / viewer token ERAAZFIEEE (BEEFE—REARECH

I~

3. XHERMREZFAHE ( guide-web-1ogin.md )

EREH SR reset token 27858 BIMEAY  tokenManager.seedDefaults() (AREB API> BajE
#9h endpoint> AJ7E sprint-28 48 POST /api/admin/tokens/reset )
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HH B S
e src/TokenManager.h / src/TokenManager.cpp — HIREE{E

® src/ApiHandlers_Logic.cpp handleGetTokens / handlePostToken /
handleDeleteToken — APl BfE

* web/src/index.html #loginModal — Login Ul

e web/src/app.js _apiToken / submitLogin() / logout() — =R:H¥%E®S
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