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1. ERH AR

Config Server WEKH#TFTE config-server/data/ B#H T IRAERRRESFTARE EIH
HERE)

config-server/data/

— vlicenses.json 1ZREEEE (Cloud-only)

— <device-id>/ BaRE—ETER

| — config.json RIBICEIRE (OB LE)

| — web/ Web UI #% (index.html.gz)

| L— firmware/ ~ OTA ¥z
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file:///Users/kc/MEGA/Develop/KCStudio/MetaSource/PillarArduno/config-server/public/docs/index.html

[oF R A

config.json RENEREE (B SEEOBEE) LE
B~ 10-MQTT %381

%)

licenses.json FRrE B ERE Cloud ## API

SR
web/ (E8) 525 Web Ul £ BfH — upload_web.py BEEERR>Web BEEXPE
{E1RER .mesb —1E¥ZIE (R guide-ota-embedded-web.md )
firmware/ =& OTABREY = Dashboard E{&

2. 50y

2.1 2%ty (HEE)
PR data/ BRENEIEBFEREER:

# BIUFmREREFED

cd config-server

tar -czf backup-$(date +%Y%m%d-%H%M%S) .tar.gz data/

2.2 ¥ tfithitn

ARFEHENRERRB:
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file:///Users/kc/MEGA/Develop/KCStudio/MetaSource/PillarArduno/config-server/public/docs/ota-embedded-web.html

# %1 <DEVICE_ID> &EM:H#E ID

tar -czf backup-<DEVICE_ID>.tar.gz data/<DEVICE_ID>/

2.3 73 API [ i ic &

# 1 Config Server EYHREEZRIARE

curl -s http://localhost:8888/api/devices/<DEVICE_ID>/config | jg . > device_bacl

2.4 BRI s

BRiR SHR Jik

% /Rl F& INEERE R BRE—R

A E (Zxih) £H cron + tar

4 E (Bim) /B cron + rsync SRk {RE
03
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> g
3- %/\
3.1 5eB R
cd config-server

# {Z1LfEAR=S

# pm2 stop config-server = Ctrl+C

# ER
tar -xzf backup-20260324-120000.tar.gz

# ERTRLED

node server.js

# @ pm2 restart config-server

3.2 H—kE i

tar -xzf backup-<DEVICE_ID>.tar.gz -C config-server/

3.3 &M API [ Ak tmicE

curl -s -X POST http://localhost:8888/api/devices/<DEVICE_ID>/config \

-H "Content-Type: application/json" \

-d @device_backup.json

04
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4. &%

4.1 AHbug — A (e
L. {BLEEEH23 EAY Config Servere
. $ERE(E config-server/ BERFIFTIESS:

rsync -avz config-server/ new-host:/path/to/config-server/

5. TEATEEs ERAKFRN BRED:

cd config-server

npm install

SERVER_ROLE=1local PORT=8888 node server.js

. EREEFER Config Server URL (BB Web UITERE — ARSI FR) ©

4.2 AHUI — E

L. {7 data/ Bife
). # data/ EREEimERSS

export SERVER_ROLE=cloud
export PORT=3001

export FIREBASE_SERVICE_ACCOUNT=/path/to/firebase-key.json

. B\ fRRES - BinA B TERIMEH A Llicense 1E4H
). HEEIRFEEH Config Server URL AEinithito

a~

MES 1/0 Gateway 5/9



4.3 Ehi — A
L. BB} data/ #1 licenses.json ©
). BRI ES

5. {88 SERVER_ROLE=local EX&fhe

o B! licenses.json TEAHMER FRERER ERGUGRFEDER

05

5 EJL&\%

5.1 2 EH i B [\ 20

[!IMPORTANT] Config Server f#FHER & LERYIRER MIEMME—HE2RKIF) - ERY QSPI
Flash( /fs/config.json ) A RETHNERBE -EME A —BO UEBIR A%

5.2 #%HEE Rl (Cloud-only)
licenses.json BIZFTBERERRERRESCE - BRRYHA—HERILIER TRIERANE
BEERiRRER AR E

5.3 PIHERER

config-server/firmware/ B EF#TFFER Dashboard LERIENEERR S 075 LoAE 2 E K (WY
500KB-1MB) > #5{p B HEsR A iR ZE B 7T /B 0

5.4 BURKE R
.env 1EZEE S Firebase £BEHRAEN FEAA BN BEET EZEREE

# EPEHER .env

tar -czf backup.tar.gz --exclude='.env' data/
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06

6. H &t A w51

#!/bin/bash
# config-server-backup.sh

# S H#IT : crontab -e - 0 2 * * * /path/to/config-server-backup.sh
BACKUP_DIR="/backups/config-server"
DATA_DIR="/path/to/config-server/data"

TIMESTAMP=$(date +%Y%m%d-%H%M%S)

mkdir -p "$BACKUP_DIR"

tar -czf "$BACKUP_DIR/backup-$TIMESTAMP.tar.gz" -C "$(dirname $DATA_DIR)" data/

# REHE 30 RMEH
find "$BACKUP_DIR" -name "backup-*.tar.gz" -mtime +30 -delete

echo "[$(date)] HEMHAK: backup-$TIMESTAMP.tar.gz"

7. BERRESHEEE © device push 3 ZE i+ HUHRIA cs
(v5.9.114+)

&8 device [AFF3<#& push config El:

e Cloud cs(RE nhttps://opta.smms.com.tw 482 active FEARIER)

e Localcs( config.configServer.url HsEA active)
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MR UL I A — R IHEBE EH# 1astPushAt Cloud ER4REF local R
snapshot FE¥ > [k Z TRFAC

% device A local cs

device i admin token #E curl:

DEV=192.168.0.31; AUTH="Authorization: Bearer <device-admin-token>"

curl -X POST -H "$AUTH" -H "Content-Type: application/json" \

-d '"{"url":"http://192.168.0.120:8888", "token":"admin-token", "enabled":true, "al
http://$DEV/api/configserver

Z1& device 2% config / F&) P0ST /api/configserver/push /ivBE autoPush #E[EEHT
Mo

122 push &% (fw v5.9.119+)

curl http://$DEV/api/configserver | jg .push

[B1F push.cloud ER push.local &FEBY {result, httpCode, ageS, failCount,
cooldownMslLeft} oZEABZHRLM N X (PUSH_FAIL_THRESHOLD) &3 5 min cooldown>
cooldown RAfE skip 5% E&1E > B —I&IHIEEHEo

NA)

o Local cs FE4REF device NBER push # cooldown — E& Mail-fast 525t A E hang
FiEE-

e Local cs BiE A EHE# device 2R > wA2BA AT POST /api/configserver 58 URLe

o B enabled=false T url="" BPAJEARA local push’cloud push RZF£&-

08
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8. PG Hifn&if% (v2.2.6 cs+)

opta-backup B23=H pg_dump >FHEE BACKUP_INTERVAL_SEC=86400 (24h):
BACKUP_KEEP_DAYS=14 ©

A5 SSH FLREE 2 FRARAE

curl -H "Authorization: Bearer <admin-jwt>" \

https://opta.smms.com.tw/api/admin/backup-status

"mounted": true,

"dumpDir": "/var/backups/pg",

"dumpCount": 11,

"lastDumpFile": "optacs-20260519T065122Z.dump",
"lastDumpAt": "2026-05-19T06:51:23.139Z2",
"hoursSincelLastDump": 22.7,

"oldestDumpAt": "2026-05-09T06:51:20.2182",
"totalSize": 228239,

"healthy": true

healthy: false TnExfE—X dump BB 30 /\BF — 5218 & backup container & iE5E
Z ( docker ps opta-backup )e°
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