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1. ZR8E A SR

Config Server
(Node.js + Express + SQLite)
1
| Admin Web UI | |
| /api (REST endpoints) | |
| Storage: /app/data + /app/firmware |
0000000000000 | |

Docker container @ smms-07:80 |

I_I—I—I

| HTTPS | HTTPS / heartbeat
i A— Y1
| Admin B2 | | N & Gateway |

| (ABRRME) | GRIZ=RE) |
I I

ZOEE:

o REEIESTE A kR ARPR IS

o B License 3 HIsH EHA

o BREEE: LF .bin hRZAFESE SE{EEE L OTA

o WREMHMN =H Gateway EEH config.json HRIRRTFE (& diff tLb#)
* MQTT bridge (GER) :3EIR15 |10 BXlPEE LERR
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2. BRB R

2.1 4 EERE (B8

JHH {H

F% smms-07 (10.0.0.9)

Docker opta-config-server

container

¥$4h URL https://config.metasource.tw (&AM proxy + Let's Encrypt)

A4 URL http://10.6.0.9

Image registry smmsregistry.azurecr.io/kc-opta-config-server:latest

BEHFAML Docker volumes: opta-data (SQLite + backups)~ opta-firmware (.bin &
)

2.2 BB

cd config-server

npm install

npm start # listen on :3000

¥85% admin token: admin-token (H£EIRIZEMETE docker compose 58 DEVICE_TOKEN=... )
03

3. Admin & A

3TF http://10.0.0.9 Y https://config.metasource.tw *EBkHEAE

Admin BRSE (v2.2.4+) :
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® admin@localhost (cloud FH)~ tlocal@localhost (local A)

o FIYAZRHE: DEFAULT_ADMIN_PASSWORD env 785% — docker log El—

& ( .env.example B

smmsadmin )

X random; &% — BB

o FE—REABBEALA & B button (8F POST /api/auth/password ) ERESRZZEE

%f& B API Token (B THZ& IR admin E A #Ed) env DEVICE_TOKEN >¥8&& admin-token

(EERIRY MR F &) o

EARELABTABHE + /7 RN + EH buttone

04

4. FEHAM

Hhl

&

v’ 4% (Devices)
® $ZHE (Licenses)
W 5182 (Firmware)

M #1% (Backups)

05

EFRAE heartbeat B9 Gateway: filfR FRBRIZHE

8% [ 8 / 48R License
E1# .binvE& changelog R EEIIEERE

EEAREN config BELIRERdiff EL¥H

5. xHEH (Devices)

5.1 ieaanar h B A I 2

Gateway B Config Server &> & 30 #%—3X heartbeat FE x> Eim
fit (WI-098 BUG-3) - #&EF &) claime
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5.2 B 1
BR&E R B!

e UID (H7 89 96-bit unique ID)

o RfERMB (AP B

o #k85:@ online (B3 60s & heartbeat) / @ offline
o FIREhRZS

o 1% heartbeat K

° fFIKkE OTA(BAB)

5.3 ¥4E
e Bkt R
7 B RENREEMI¥ B IRIBERS RE TR OTA 5B g fallback &) DFU
iz heartbeat B&ES
T miER K ARZ UID FZE AEBERESEN configr RERE
SR Ui a R

@ Rk License ##4° T heartbeat :REZ UK E AL (= Gateway (ERB{E0#E A AP Eif
=R FR1RHETAE 048

AERBEER VR EHF FRRER 24h+ 2 IR
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6. XS (Licenses)

6.1 ZREIRRE
unseen License EES BRI EMIRERA
pending REEELE admin ZE
active Bz RER IEEENE
deactivated # admin BRERIZHE SR B EAPRHIELL
expired [SE G

6.2 $fE

o @ %4 (Approve):3 unseen / pending — active

o © HRPRISHE (Deactivate): active — deactivated > SR T heartbeat W FIL {5 1%
HIThEE

o @ 1B4B (Reject):38 unseen / pending 1ZEECAIE4E
. fHiBS (Delete) : sk A B License 528 ((EAIARAEER BT » 2SR modal)

££5 WI-109 / WI-110 / WI-111 #3#&o

07

7. 98 8HE (Firmware)

v5.9.59 #E X card HERR (WI-115d) :
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e
x Latest

v5.9.63 %% mes-gateway-v5.9.63-... | A/ 745 KB

# 2z @

» B v5.9.63 — & Z=AEE | # dead code...

|
|
| FERY 2026/5/6 | SHA-256 fdedbbc8...
|
|

7.1 A Hs
mEA

L. ¥ERE BEE vin #EEIE®E LS drop zone
). REERRASE + EEE + %0 L@

SREIER (WI-114) :

o 7B changelog (AI7E release A --changelog "..." #A)
e changelog /' 10 FJt

e #BB X-Firmware-Changelog-B64 header £1& (base64 4Ris> LB 21T + HX)

release filzds (Z=Z A=) -

python3 scripts/release_firmware.py --upload http://10.0.0.9 \

--changelog "v5.9.x — &% ABC + & DEF"

7.2 B 2t

BEEREERTY BRI — EBIZRE > FBeloRRE TR heartbeat BVSIES HE
£ Gateway Web UITE8E — OTA 3% < T3 BBA T &
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L. OTA size PR#! (v5.9.63 E) :binary > 770KB B Gateway i /api/ota/trigger [0
413>7B24A USB DFU F#k°Cloud admin Ul 7 &$& (k2 H174) BB E & EE toast $E:R-

7.3 MBR#IAE

o BEE(ERRAERMIT - FE2 modal

o BRhRAIETIKELARME (in-flight OTA) » &[E 409 + $HERAB ZARAETDREL S N 5%
1 5B 7TBUH OTAL

7.4 Bk .bin

25100 EiZ T8> 77 k4R USB DFU t&é%e

08

8. Mt (Backups)

% Gateway config.json 8 (HRAMSRETHEEABIL)  BIE—HREBIIE
o

8.1 B

BEER BT BHGI- SRR SERT:

o MRrRIEL
e Z%7E CRC (hash)
o SFEIHE (BEFi—hREY diff HB{IARA)

8.2 &5

ERBRE - 5T0) BRI A > D02 E(E pending config’ B TR
heartbeat #i[@]o
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EEERGRE - WITRIRENRIZAS.

RS
fi
Pl
i

09

9. k& / THEHE
9.1 PHEEHE — HkEI L

cd config-server

# 1. T8 source (¥EBR node_modules %)

tar -czf source.tar.gz --exclude=node_modules --exclude=.git --exclude=data .

# 2. SCP + SSH build + run (B expect script)

expect upload_and_build.exp

upload_and_build.exp fHHIZE:

L. SCP source.tar.gz | smms-07
SSH EXf#ER

docker build EE build image

I~
.

N
.

docker stop / rm / run ¥ container(F ; #3%%+ __DEPLOY_DONE__ sentinel &%

P
.

race)

. BESE container Up X seconds

9.2 F#t1% smoke test

curl -s -o /dev/null -w "Cloud HTTP %{http_code}\n" http://10.0.0.9/

curl -s -m 5 -H "Authorization: Bearer admin-token" http://10.0.0.9/api/firmware

curl -s -m 5 -H "Authorization: Bearer admin-token" http://10.0.0.9/api/devices
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9.3 Volume A1t

Volume N T 0y
opta-data SQLite (devices, licenses, backups history) R -EARTEEER
opta-firmware .bin £ + .json manifests EEfRAE
Binte< &5l

ssh smmsadmin@10.0.0.9 'sudo docker run --rm -v opta-

10

10. 17 Proxy + HTTPS

#4h config.metasource.tw HEHFIHG nginx &M@ proxy E| 127.0.0.1:80 »H Let's Encrypt
B8 /RE o Gateway i RTC fallback #1 (W1-100) f#5R H7 BRI A B cert BR:R
N

2 E IR ISRG Root X1 cert ERETE firmware ( src/Cert.h ) o

11

11. API v 5

BTEHER docs/api/api-config-server.md °FF:

it
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Method  Path A&

GET /api/devices =W it

DELETE  /api/admin/devices/:id fpRaz 8 (WI-110)

GET /api/firmware #8515k + changelog

POST /api/firmware/upload L1F .bin (& X-Firmware-Version + X-
Firmware-Changelog-B64)

DELETE  /api/admin/firmware/:filename fHpR&EIES (WI-110)

POST /api/firmware/deploy/:deviceld IkEE OTA

GET /api/firmware/download/: filename & bin

GET /api/licenses License 3|3

POST /api/licenses/:id/approve i

POST /api/licenses/:id/deactivate fRpRIZ1E (WI-110)

POST /api/licenses/:id/reject 1E48

DELETE  /api/licenses/:id wilz3

GET /api/snapshots/:deviceld HREFRNESE

POST /api/heartbeat Gateway _E1& heartbeat (#5 admin token>

FiB admin imELE

A Authorization:

12
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Authorization: Bearer <admin-token> cGateway BEH heartbeat
Bearer <license-id> (WI-098 + WI-065 F7Y/E) o
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12. & RG]

12.1 BHEE F{H status k& offline
AIREIRA:

e Gateway i Config Server URL $8:% / REUET =i Server)
o Gateway In#AgE&ERAR (12 sysConn AKES)

* License B deactivated (heartbeat &1 reject)

HEZ { F SSH # smms-07 & docker logs:

ssh smmsadmin@l0.0.0.9 'sudo docker logs --tail 100 opta-config-server'

I EIFE UID B9 heartbeat 42#%e

12.2 k{88 S i

&% R changelog X3 (< 10 7t) = [E1 400 + "Changelog too short" .{EIEfRE
uploade

12.3 OTA #RE & —EAE pending

* heartbeat &2%1% (30s fEFR)
o FRIERTE Gateway Web Ul #%< 37 (OTA-V2 2 user-triggered: R 2 push)
o EJBE binary > TT0KB — Gateway i OTA guard [8] 413> 2% USB DFU

12.4 Cloud UI kR firmware card % %% changelog

Ehr L ERIEIRE (WI-114 Z /1) /8% changelog @8/ (legacy: ...) o¥fhR@AE- 1
release_firmware.py _{EEi&H|RHE
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12.5 AERFEEAE firmware {H in-flight OTA

[B] 409 B> Fe7E =) B EIZF R OTA BUsktE — BUH OTA — BRIFREEM -

13
13. #ERER B

R HH
=8 %1% opta-data volume+ opta-firmware volume
A Docker image E pull / AR EE
8F BIE > 6 B B AR
sF Let's Encrypt cert BEh4&ERARER (certbot)
14

14. tHER S

e docs/guides/guide-config-server-cloud-deployment.md — XEZREE| Azure / BZE
e docs/quides/quide-config-server-backup.md — H{DIBRR SOP
° [—

docs/api/api-config-server.md — SEE AP| fRi%

®* docs/sprints/cards/sprint-27/wi-110-cloud-admin-p@-endpoints.md — admin
endpoints %5

e docs/sprints/cards/sprint-27/wi-111-cloud-admin-ui-buttons.md — Ul 3%#$Bs5%5

e docs/sprints/cards/sprint-27/wi-114-firmware-changelog-system.md —

changelog 3% %! 3& 75 14 1

e docs/sprints/cards/sprint-27/wi-115-firmware-login-password-rename.md — IR

% | BEERAE
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% Cloud Server {758 AFMA— AU git log + TI1T source code &% Wi [B|FEIEFTAF
o
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