MES I/O Gateway |/ Bi%E /2S5

CEENE T

ALE REST API

EBFEH:2026-06-16 | X HFES)EE:v5.9.249 | # &F A:KC

Opta (MES Gateway) ##87E TCP 1B 8o _ELAHTTP/1.1 1247 50+ {E REST endpointeFf

BHRAEETE src/main.cpp BIAIEE loop ALA firstline.index0f(...) FHRIEHAXD
k> handler B{EX 5L ApiHandlers_Core.cpp * ApiHandlers_Connectivity.cpp ®

ApiHandlers_Modbus.cpp ™ ApiHandlers_Logic.cpp ™ OtaHandler.cpp °

— P EREEIRF T 15 2 KA EL WiFiov5.6 28
& TCP 10 Channel E23E[E)F RS485 #@tiov5.9.125+ 1% MQTTS ( useTls / caCert )X
j%o

01
Erifeg il

#I58% A Token-based RBACoToken B POST /api/tokens i nli&Eid FHME—F
2N

e HTTP Header: Authorization: Bearer <token>

e Query 8. >token=<token>

£ /api/system 7E dispatcher Ea&HI#E% (v5.9 Z#&M& login modal At endpoint E&:E

token) » Hix endpoint B B handler RMEM checkAuth(req, PERM_x) 3EREE> Ri@iER][E]
401 Unauthorized JSON:

{"error": "Unauthorized"}
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file:///Users/kc/MEGA/Develop/KCStudio/MetaSource/PillarArduno/config-server/public/docs/index.html

FR BE A
PERM_READONLY 0 FERRAEE A (10 tokens 51 s config server) o
PERM_CONTROL 1 IRIGHEEE DO I ~Modbus write~converter JEE
PERM_ADMIN 2 RELE configrrules~tokens~license~OTAfactory resete

- X dispatcher E3ZM1T (M0 /api/io ~ /api/config GET~ / » /favicon.ico Z§)o

02

Endpoint 48%

4t | ZHi

Endpoint Method  Permission &t

/ GET - FiZ=& HTML (QSPI S A#% fallback)

/favicon.ico GET - favicon

/api/system GET READONLY R RRREARES
(RAM/Flash/uptime/MAC/license)

/api/system/reboot POST ADMIN JEE reboot (5t[E] 200 F reset)

/api/system/factory- POST ADMIN Factory reset GEB&ERE)

reset

/api/poll GET - & system /io / virtual / stats #9 bulk
JSON

/api/config/integrity GET READONLY Config checksum / SEE 4 ER 5
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E

%LP

Endpoint Method Permission i

/api/config GET - BSEEMARTE

/api/config POST ADMIN FHEIELERE (partial update)
/api/io-name POST ADMIN g E— 10 @E
/api/time/sync POST ADMIN BB 2RE LS RTC (WI-079)

I/0

Endpoint Method Permission wti

/api/io GET - DI /DO / Al / #BFE A& 4 ENBFAR AR
/api/io/do POST CONTROL 13 DO (BEFEE( % 5H)
/api/expansions GET - EFIEAESR (B5R10 )
/api/expansions/name POST ADMIN R IETIEAE
/api/analytics GET - Sparkline A ring buffer 4
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BRI/ ast / B / MR feEE

Endpoint Method Permission At

/api/rules GET - HHFRA trigger rule
/api/rules POST ADMIN Fig / 1&ck / MIBR rule (fk body)
/api/rules/clear POST ADMIN BEZFRA rule (WI-103 FR-H1-02)
/api/signals GET / POST ADMIN * Sensor Group (A ) B
/api/actions GET / POST ADMIN * Actuator Group (@ ) &3
/api/virtual GET - [EHEREARE

/api/virtual POST ADMIN EHEREE

/api/history GET - RiT 100 £E14

*GET A&7 auth>POST 28 ADMIN ©
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Modbus / RS485

Endpoint Method Permission i
/api/modbus GET - 5t Modbus 2= & BAET 1738
/api/modbus POST ADMIN #tREH Modbus RE
/api/modbus-devices POST ADMIN FTiE | EHTEFE RS485
device
/api/modbus-devices DELETE ADMIN fiHlBx RS485 device
/api/modbus/scan GET / POST / ADMIN RS485 JEEL #w#a (POST BX
DELETE B GET %338 DELETE EUH)
/api/modbus/write POST CONTROL FEE Modbus 1785

(FC06 / FC16)

/api/modbus/lock POST ADMIN SHEERHE PR LE polling (AAR?
F# 10)
/api/modbus/probe POST CONTROL Probe E—#&E&
/api/modbus/sync-baud POST ADMIN IR slave R =
/api/rs485/{busId}/.../write POST CONTROL H457F RS485 device BA
(WI-118)
/api/modbus-tcp/targets GET - Modbus TCP Z2ix:EENEL E
/api/modbus-tcp/targets POST ADMIN E# Modbus TCP targets
/api/modbus-tcp/write POST CONTROL = AiZim Modbus TCP
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TCP 10 / Converter (iE#ags)

Endpoint Method Permission &

/api/tcpio GET - HH TCP 10 @&

/api/tcpio POST ADMIN g | B

/api/tcpio DELETE ADMIN Al B

/api/tcpio/clear POST ADMIN BZEFRA (WI-103 FR-H1-02)

/api/converter/template GET / POST ADMIN * Outbound assembly template

/api/converter/preview POST CONTROL Template BHEREE

g / MQTT / WiFi

Endpoint Method  Permission  &iHH

/api/mqtt/test POST ADMIN Bt MQTT broker &4z 251518

/api/mqtt/publish POST CONTROL A MQTT e (TIERAZ &3 > WI-
128) °body
{"topic", "payload", "qos"?} ;topic fRZ
¥ prefix Sh B BB B F 7t payload
<127B

/api/wifi/status GET - B A WiFi ZE4R1KEE

/api/wifi/scan GET - Rl A SSID

/api/wifi/connect POST ADMIN EARIEE SSID

/api/wifi/disconnect POST ADMIN FRET WiFi

/api/wifi/save POST ADMIN ##72/R:E E Flash (provisioning)

/api/network/apmode POST ADMIN t#23) AP (soft AP) 2= E R
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WiFi 1 /api/network/apmode {ETEARZRIEZ USE_WIFI 7 ZEA-

¥ / Config Server

Endpoint Method  Permission &t

/api/configserver GET READONLY EV1F cloud R# &% (URL / token /
enabled)

/api/configserver POST ADMIN B3 cloud BE

/api/configserver/test POST ADMIN fEsE IER) & AR AIE

/api/configserver/test GET READONLY EaAE 45 R

/api/configserver/push POST ADMIN SR I 17 ZIHEE conflg FE

/api/debug/configserver GET READONLY L3t GET B9 legacy alias

/api/telemetry-token GET READONLY [EfREXEY scoped telemetry token; # /

IBEEREEE T loop MEIRIRENIL[E] 202
fetching (ADR-017 S4EEA)
Token HLEE

Endpoint Method Permission At

/api/tokens GET READONLY HI|H token (B secret)

/api/tokens POST ADMIN B3 H token (WI-112>{£ It [B1{FBAX)

/api/tokens DELETE ADMIN B8l token
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O RN W)

Endpoint Method  Permission  &iHH

/api/stats GET - 4 ESTEE3E uptime (/fs/stats.bin A1)

/api/stats/reset POST ADMIN BE 10 #stiliflpk /fs/stats.bin

/api/power GET - PowerMonitor /&R

License

Endpoint Method  Permission  &iHA

/api/license GET - License ARERERIZRETHAE

/api/license/activate POST ADMIN ERER 1% (async’ HE s heartbeat EFA
verdict)

/api/license/renew POST ADMIN B4

/api/license/reset POST ADMIN AZEFRA license AREE (WI-103 FR-H1-01)

/api/license/token POST ADMIN A baseb4 £ token — EgEs+LE
UID+EERIHR — £ /cfg/license.tok (WI-
155 2|28 inbound 21> &
outbound/MQTT 1ZERI=L YN 8310)

/api/license/token GET - :B8[O] /cfg/license.tok E&:Z[OIER
( {present:false} =X token &E:l)

/api/license/enforce POST ADMIN )i enforcement FE1Z

MES 1/0 Gateway
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OTA (Z=HEEHT)

Endpoint Method  Permission &P

/api/ota/versions POST ADMIN & 2% M Eimh AR 4513 (async)
/api/ota/versions GET - ERERSREER

/api/ota/status GET - BRIlRE + RSB THEN

/api/ota/start GET - BEIZEE T H &R heartbeat FEEHIE
/api/ota/trigger POST ADMIN F8 body $5% URL / version f&% OTA
/api/ota/upload POST ADMIN BHiZ @ raw firmware .bin (B3R

.mesb EIBAB>EFE /api/ota/bundle )

/api/ota/bundle POST ADMIN FE .mesb B—iE (firmware + 22 web &
B #3f) = handleMesbUpload :fw—QSPI
P2 B E—P4 ER a5/ EE Mtz (WI-125)

/api/upload POST ADMIN +1& web Ul & QSPI (multipart &%)
/api/web?name=<#¥ POST ADMIN B E1EE— web BEEI QSPI /cfg/web/<iE
> > (CSS/3B% /app.js’ REIEEM UI>WI-124)
Debug
Endpoint Method Permission atHH
/api/debug/tcptest GET - st EthernetClient.connect() MEE %
/api/debug/exp GET - Dump expbicache £ signal sources
03
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A i 51

ARG FEREE — GET /api/system

Itk endpoint 2A1if heartbeat / login E&:%

off v5.9 (WI-115k) #€ dispatcher 34

PERM_READONLY ——login modal E##Z2E Ein#Es token BE & A B RILAIERZIEAD

[] 200 ERHI AN

(o & = Z2 R (il -

"apMode": false,

"version": "5.9.130",
"board": "Arduino Opta",
"uptime": 123456,
"memory": {
"totalRAM": 523624,
"freeRAM": 453880,
"usedRAM": 69744,
"usagePercent": 13.4
bo
"flash": {
"totalFlash": 786432,
"usedFlash": 781000,
"gspiFlash": 16777216
bo
"mac": "AA:BB:CC:DD:EE:FF",
"licensed": true,
"licensedFeatures":
"bootTries": 1,

"systemStatus": "OK"

MES I/O Gateway

["rule_engine", "mgtt", "tcp_io"],




L. flash.usedFlash 13T 786432 (partition L£fR)BRFELE —v5.9.113 2% build B8
E = 99.3% fFRZE FHTHEe MR FIE LT (H binary size> [ A OTA 4%
/api/ota/trigger HY 413 Payload Too Large 1&T (R WI-115g)°

apMode = true ERIIHLIHE Provisioning Wizard F9EE triggero

#XE — GET /api/config

SEREZEETE dump’ £ block:
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"firmwareVersion": "5.9.130",
"deviceName": "opta-line-3",
"mac": "AA:BB:CC:DD:EE:FF",
"network": {
"ethDhcp": true,
"ethIp": "192.168.1.100",
"ethGateway": "192.168.1.1",
"ethSubnet": "255.255.255.0",
"wifiDhcp": true,
"wifiIp": "...",
"wifiGateway": ".
"wifiSubnet": ".
"interfaceMode": 0
bo
"wifi": { "ssid": "MyAP", "passwordLen": 16 },
"tep": { "port": 80 },
"mgtt": {
"enabled": true,
"broker": "mgtt.example.
"port": 8883,
"clientId": "opta-abc",
"username": "device",
"password": "Fkkxkkkx',
"topicPrefix": "factory/lineA/",
"publishPeriodicIo": true,
"useTls": true,
"caCert": " \nMIIDxz... END CERTIFICATE---
bo
"rs485": { "baudRate": 9600, "masterMode": true, "slaveId": 1 },
"inputMode": [0, 0, O, 0, B, 0, 0, 0],

"inputOp": [6, 6, 0, B, 0, O, 0, O],

"inputThreshold": [3.3, 3.3, 3.3, 3.3, 3.3, 3.3,

MES 1/0 Gateway




"inputNames": ["DI1", "DI2", "..."],

"doNames": ["DO2", "DO2", "DO3", "DO4"],

"expansions": [...],
"gspiMounted": true,
"modbusDevices": T
"modbusRegisters": [...1],

"rs485Buses": e

v5.9.125+:MQTT block 1% useTls Ei caCert o caCert ff wire format HIBE[EHATT
FrEMRFE \n o BRERRAELERF JSON-escape o

X E — POST /api/config

5B PERM_ADMIN - RIXBMMIFGI> handler AWLA index0f("\"key\":value") FHLLH;
JSON %7B2Z compact R (key/value ZRIBE LK) ' TRIS B E LK

"deviceName": "opta-line-3",
"mgtt": {
"enabled": true,

"broker": "mgtt.example.com",

"port": 8883,

"useTls": true,

"caCert": - \\n"

[E1FE:
e 200 OK . {"success": true, "message": "Config updated and saved"}
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® 400 Bad Request . {"error": "No valid fields to update"}

® 401 Unauthorized . {"error": "Unauthorized"}

EABEFE® NetworkStateManager: :requestSafeSave() ZEEZE!I WiFi state machine 2%
ZoHE B2 ER supplicant transition EZE-MQTT BRI AINENE BEIEE brokere

YiE it — POST /api/io/do

Z2 PERM_CONTROL ©

{ "index": 0, "value": true }

BRIR R E S (Bl

{ "values": [true, false, false, true] }

Pulse # 3 ( pulse: true, duration: <ms> ) BAi handler BB R RE(Eo

[E]FE :

® 200 OK . {"success": true, "index": 0, "value": true}

* 400 Bad Request index#5} {"error": "invalid index"}

Modbus fi##i — POST /api/modbus/scan

5B PERM_ADMIN °RS485 i@t JEME 1Y POST Bi&E) — 548 GET IRstiE R > NER
DELETE EUHe

MES 1/0 Gateway 14/23



# EYED
curl -X POST -H "Authorization: Bearer $TOKEN" \
http://opta.local/api/modbus/scan -d '{"busId":0}'

# - 202 {"status":"scanning"}

# Umaa
curl -H "Authorization: Bearer $TOKEN" http://opta.local/api/modbus/scan

# 5ehY : {"devices":[{"slaveId":1,"name":"TDA-08B", "registers":[...]1}]1}

# HEUH
curl -X DELETE -H "Authorization: Bearer $TOKEN" http://opta.local/api/modbus/sc:i

FeHaHAR RS485 bus E# B E lock FALE polling 1FE EENER -t PTFE) PoST
/api/modbus/lock TEMFENT ARFESHE B

MOQTT #lzt — POST /api/mqtt/test

% PERM_ADMIN *EJ% body AR M ; 4 BSEIFA B ATRE

"broker": "mgtt.example.com",
"port": 8883,

"username": "test",
"password": "test",

"useTls": true,

"caCert": " \\n...

[E]FE
e 200 OK : {"success": true, "message": "Test message published"}
® 400 / 500 . {"success": false, "error": "..."}

MES 1/0 Gateway 15/23



MQTTS B2 broker ;& (v5.9.125~130) :mbedTLS 52 IP-type SAN:broker cert #47E[F]
BFIR IP:x.x.x.x £ DNS:x.x.x.x *ZHI handshake &7F verify PEE&R B0

Token & #

5% ( 6GET /api/tokens ) — PERM_READONLY :

{ "index": 0, "name": "frontend", "permission": "ADMIN", "createdAt":

{ "index": 1, "name": "factory-rd", "permission": "CONTROL", "createdAt":

337 ( POST /api/tokens ) — PERM_ADMIN :

{ "name": "ops-readonly", "permission": "READONLY" }

[O]FE {Eilt— B ZHAX token:

{ "success": true, "token": "tok_...", "name": "ops-readonly", "permission":

{84884 ( DELETE /api/tokens ) — PERM_ADMIN :

{ "index": 1 }

License F{H s

License 1% device = cloud — device =&z :
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L. POST /api/license/activate — fZ&C pending’[B] {"status":"pending"}
). Eim (opta.smms.com.tw) 49 30 #—k heartbeat Ui verdict

5. GET /api/license HUSE TFAkRE:

"status": "active",

"licenseId": "LIC-2026-xxx",

"features": ["rule_engine", "mgtt", "tcp_io"],
"expiryDate": 1764547200,

"lastKnownTime": 1745000000

EE: /api/license GET handler 7"&x&) POST activate’ # &R serverlrejected —
pending E A 3EEEEZE (A1iR polling 23 rejected #[E] pending K2 AH PENDING @
Bl oVerdict pull & cloud—device fFFEZET activate A & device—~>cloude

OTA f#3% — POST /api/ota/trigger

2= PERM_ADMIN °Body # url (K E) £ version (&> 14 guard) :

JSON

{ "url": "https://opta.smms.com.tw/firmware/opta_v5.9.131.bin", "version": "5.9.]

[E A8 :
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HTTP et Body

200 0K URL B + {"ok":true, "message":"0TA download
version # started", "version":"..."}
current

409 version == {"error":"Same

Conflict FW_VERSION version","message":"...","current":"...","target":"..."}
(8% same-

version brick)

413 binary:> {"error":"Firmware too large for safe
Payload 780,000 bytes OTA","size":...,"limit":780000}

Too

Large

400 Bad T URL {"error":"No OTA URL specified"}
Request

WI-115c:3E4B same-version OTA——&E48 swap [E—1{7 firmware §#Z| bootloader
fallback ##8 > # =7 DFU°

WI-115g: partition _EPR 786432 bytes> & 6KB #E1&:& 780,000 bytes AE LR -iB:B:5H
USB DFUe°

KifsIEIZ5 — POST /api/time/sync

% PERM_ADMIN B EES3[E] RTC (WI-079)

{ "timestamp": 1748044800 }

[E]FE:

® 200 OK : {"status":"success","timestamp":1748044800}

* 400 Bad Request -timestamp kb lastKnownTime REEEHIE-

MES 1/0 Gateway 18/23



JEFI% Config Server &

POST /api/configserver/test fE3¥8i7ZI[M] {"status":"testing"} ;client socket FiRA
BEBEATE Loop() HMEMRELR GERLA outbound socket) °#xz8 GET

/api/configserver/test .

"status":

"success":

"latency":

"version":

|ler\r-|0r\ll: nn

04
it Rz — GET /api/poll

B system + io + virtual + stats AEE— response> @i/ i s B 2s o 9 SRk e 1 AL
£ handler & B& HTTP header ( printHeader = false )’ E{&4HRE— JSON ¥4 HE 1L
BIM9{EF handler B9 & o

05

MES 1/0 Gateway 19/23



HTTP A&

Code B

200 85|

202 B1%% (async {EFEHERX; #5585 — endpoint BX4ER)
400 Bad Request (JSON AT S Bl ~ wAE R~ E#EFR)

401 Unauthorized (token TR ERT )

404 Not Found (unknown API path 8 QSPI #&R7£7E)
409 Conflict (OTA same version)

413 Payload Too Large (OTA binary > 780KB)

500 Internal Server Error (config K& A %)

fHER—7EE JSON:

JSON

{ "error": "register_not_found", "message": "registerIdx out of range for this di

Modbus handler 38 sendErr(httpCode, statusText, errorCode, message) #E—E13L>
=8 errorCode :

® register_not_found
e register_not_writable (Register mode != 1)
e device_not_found

® pus_locked

06
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HIIEEE  (v5.9.x HE)

Version BATH
v5.9.130 MQTTS handshake {&1IE——chain 22%85!] setRootCA + threshold=1 >F4&

MgttsTlsDebug Efl cert source/len £ mbedTLS debuge

v5.9.125 /api/config GET/POST #ri mgtt.useTls £ mgtt.caCert (PEM>wire £ \n
escape) °

v5.9.x WI- i /api/rs485/{busId}/.../write ——LL bus path 457 RS485 device B A°

118

v5.9.x WI- /api/system dispatcher 5&%!| PERM_READONLY {E5E AFRHRAIHREIE

115k

v5.9.x WI- OTA /A 780KB size guard; iBiaEE 413 ETo

115g

v5.9.x WI- OTA E48 same-version trigger» &% bootloader fallbacke

115c

v5.9.x WI- FHEA HTML 0 ETag (fE= FW_VERSION ) » i@/ 18 T #ko

115f

v5.9.x WI- % legacy GET /app.js bundle HiZ inline # WebPage.h o

115d

v5.9.x WI- Token #I2: POST / DELETE /api/tokens o

112

v5.9.x WI- FR-H1-01 /api/license/reset “FR-H1-02 /api/rules/clear +

103 /api/tcpio/clear ©

v5.9.x WI- /api/time/sync :B|EE2ZEL RTCo

079

v5.9.x WI- DO Z&5|/H 0-based — 1-based (DO1-D04) > F 2 /api/io [BfFEL /api/io/do

085 indexe
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07
HEHRE

L. #% router framework:Ff& endpoint 7£ main.cpp:1657-2071 L else if
(firstLine.indexOf("METHOD /path") >= 0) i JEFRERLE —RRIRE (B
4N /api/configserver/test ) WAZEHETEEKERIAR ( /api/configserver ) Z Ao
endpoint K RS EIEF G

). Auth DR /api/system 7E dispatcher BN&E> HER endpoint 7£& handler —& AL
IEDY checkAuth(req, PERM_*) »5cBR[O] 401 o

N

. Streaming uploads: /api/upload £ /api/ota/upload 3B body & IERS EUK
#£% QSPI / partition; OTA upload HAf&] localConfig.unmount() — B A —

remount() °

1. Async pattern:Config server test~OTA version listsxModbus scan-License activate #f
FAT5c[E 202/pending — 7£ loop() HIT{E — 848 GET fwsaia RIET B fHEE —
client sockete

5. JSON B[Bl:FrE JSON response ##Z Content-Type: application/json ®

Connection: close *ZEAH Content-Length (chunked-stylesH FIN # EOF) »
client 4 78:8% socket BARA B EEo

5. Config POST F&atb¥ :handler B index0f("\"key\":value") >JSON %78 compact
| ——Python json.dumps FTERFE IS ZRFIAKBO FEZMN separators=(", ",
") o

7. USE_WIFI #msZMI#:WiFi £2 AP mode 18F8 endpoint B #ifdef USE_WIFI €F;
Ethernet-only build A& sEfiELRE  request &[] 4040

3. Content-Length F byte #:handler fk Content-Length & body'#HX UTF-8 &% 3
bytes;client ZERFTE & N body (POST [E] success {BHNIRER) o

). fR¥E MQTT topic {prefix}/cmd/_ping (v5.9.130+) : )58 self-ping fi2EEIEEZ > JMB
s /Ma A e

). MQTT-Chain I
. /api/signals ~ /api/actions ~ /api/rules ~ /api/tcpio ~ /api/converter/x ©J
(AR A AREE TE7 (state &2 MQTT loopback) °52%8 schema - i#fi-E&R

../specs/spec-mgtt-chain-workflow.md °
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08

R

FE XA

MQTT-Chain T{ER5IZ + APl schema ../specs/spec-mqtt-chain-workflow.md
TDAOSB R 1E5 | B BIREFMM ../guides/quide-calibration-wizard.md
BB + MQTT Watchdog ZBE ../guides/guide-failover-resilience.md
Config Server API api-config-server.md
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