MES I/O Gateway |/ BH&E | #5
BE o

Config Server API

7 RBEH2026-05-24 | X HWRERRA:v2.2.10 | £ BB AKC
& Ei#: nttps://opta.smms.com.tw ( SERVER_ROLE=cloud ) | #fi#: http://<SERVER_IP>:8888
( SERVER_ROLE=local )

A HHE MES 1/0 Gateway Config Server B2 EB REST APloServer #% B— codebase + A&1#&E3(; 1Y
SERVER_ROLE IRIZEAEALA:

local :MiimtE(D / BRERES FEZ A4 + SQLite & PG license~# Cloud Bridge)
cloud :EiFIRHE + OTA Jki% (PostgreSQL M E > Bi A license #£4H£2 Cloud Bridge)

¥E - H9HEZE{# SERVER_ROLE=cloud FFEJfHe

01
oty il

middleware/auth.js ¥R=BN&I:

iz Token %UfE AR HA req.user

1 JWT POST /api/auth/login %53 (12h B®) { id, email, role, displayName }

2 Legacy DEVICE_TOKEN IBIEE8L DEVICE_TOKEN (FB3& admin-token ) { role: 'device', id: 0 }

3 License Token i license BE4AZ 4L ERUE device { role: 'device', uid }
IOy

Authorization: Bearer <token>

%5 Bearer header = 401 Unauthorized {"error": "Unauthorized", "message": "Missing Authorization
header"} °KBUEMEHT auvth.reject log'EAEEIER 401/403 BFA grep auth.reject IIZIFBEFIRE-
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file:///Users/kc/MEGA/Develop/KCStudio/MetaSource/PillarArduno/config-server/public/docs/index.html

fats (role )

Role AR RERR

admin DB user role FRBE /api/admin/* “user/license/firmware &I
local_admin DB user role Z[E admin {BRHR

customer DB user role Tenant-scoped: /api/devices REEHZHEEN
device Legacy / License Token Device i heartbeat~config sync~OTA fetch

adminOnly middleware Z89MERAZE] role € {admin, local_admin} ©

02

MES 1/0 Gateway

2/25



»,

)

=E

RS

oy PN E‘

HH API (local + cloud)

# Method  Path o RN 75 &

0 GET /api/health Public All BEWE (F role/
version / device &)

1 POST /api/auth/login Public User BARE JWT

2 GET /api/auth/me JWT User EEHABAE

3 POST /api/auth/password JWT (3E User BEhERERS

device)
4 POST /api/devices/claim/generate JWT User B4 6 B OTP #iE
Dashboard  device

5 POST /api/devices/claim Public Device Device B OTP SR8
E

6 POST /api/devices/:id/heartbeat Optional  Device Device DBk (&
firmware/license/OTA
[51E%)

7 GET /api/devices Required Dashboard FHFFERME (tenant
filter)

8 DELETE /api/devices/:id Required  Dashboard  B&s%# (G2IBEE)

9 POST /api/admin/devices/cleanup-offline Admin Dashboard HER M BRBEAR S

10 GET /api/devices/:id/config Required Device THBRESRE

11 POST /api/devices/:id/config Required Device HERERTE (BEE
% + snapshot)

12 GET /api/devices/:id/backups Required  Dashboard  Backup /&E (& diff
summary)

13 GET /api/devices/:id/backups/:filename Required Dashboard  HYEE— backup X

14 GET /api/devices/:id/diff Required  Dashboard  Backup vscurrent
diff

15 POST /api/devices/:id/restore Required  Dashboard &EZE backup

16 GET /api/devices/:id/snapshots Required Dashboard  EB&)snapshot 5%
(R3¥50/30K)

17 GET /api/devices/:id/snapshots/:filename Required  Dashboard  EHYEE— snapshot
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# Method  Path it Y 75 F#

18 POST /api/devices/:id/snapshots/:filename/rollback Required  Dashboard  Rollback %] snapshot

19 POST /api/devices/:id/web Required  Device 1% web bundle
(CRC Lt R E)

20 GET /api/devices/:id/web/crc Required  Device & web bundle CRC

21 GET /api/firmware/latest Public Device & channel EEHE)
B2 (auto-update)

22 GET /api/firmware/download/:filename Public Device TEEIREE .bin

23 POST /api/firmware/upload Admin Dashboard  L{5&1EE

24 GET /api/firmware Admin Dashboard 5 H&NE8 (S ERATE
42 device &)

25 GET /api/firmware/:filename/devices Admin Dashboard EMHPLE device 7EHIE
kR

26 GET /api/firmware/:filename/channel-history Admin Dashboard Promote/demote F&
£

27 POST /api/admin/firmware/:filename/channel Admin Dashboard X channel
(dev/beta/stable) —
nginx A&

28 PATCH /api/admin/firmware/:filename/channel Admin Dashboard =il

29 DELETE /api/admin/firmware/:filename Admin Dashboard MIEIRE (3% stable>®]
?force=1)

30 POST /api/firmware/deploy/:deviceld Admin Dashboard Queue OTA 4/ EE—
device

31 POST /api/devices/:id/ota (deprecated) Optional - E .mesh EE->—
410 Gone

32 GET /api/devices/:id/ota/latest (deprecated) Optional - B .mesh T > —1
410 Gone

33 GET /api/customers Required Dashboard ZERIIEK (S
device/online %)

34 GET /api/customers/:id Required Dashboard EFzE4

35 GET /api/customers/:id/devices Required Dashboard FZEEETHRE

36 POST /api/customers Required  Dashboard EiIEF

37  PATCH /api/customers/:id Required Dashboard {EXEE
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# Method  Path o RN 75 &

38 DELETE /api/customers/:id Required Dashboard fp&EFE (device Bk
$EIRMIEMIBR)

39 POST /api/devices/:uid/assign-customer Required Dashboard 157K / #2B% device ¥
BERRE

40 GET /api/admin/users Admin Dashboard fEFE&ZIER

41 POST /api/admin/users Admin Dashboard FrigfERE

42 PUT /api/admin/users/:id Admin Dashboard EBXEFERE

43 PUT /api/admin/users/:id/password Admin Dashboard  Admin EERAZE

44 GET /api/audit-logs Admin Dashboard AR EA G =)

45 GET /api/admin/backup-status Admin Dashboard  pg_dump fZFEE
(v2.2.6+)

46 GET /api/cloud/status Public Dashboard  Cloud Bridge #k&&
(local == [=]
disabled)

Cloud-only

{22 SERVER_ROLE=cloud PF#}&{ ( server.js:302-309 ):

# Method  Path B Il

Cl POST /api/license/activate Public Device ERzERN A (whitelist E#% active)

C2 GET /api/license/status/:uid Public Device &AREE

c3 GET /api/admin/license/list Admin &3 license (B#tst)

Cc4 POST /api/admin/license/import Admin HREA UID BRE

C5 POST /api/admin/license/approve/:uid Admin  B1Z&B (pending — active)

C6 POST /api/admin/license/reject/:uid Admin  1E48 (device AJE#TEZA[E] pending)

C7 POST /api/admin/license/deactivate/:uid Admin  3&%I{Z# (active — rejected> # grace period)
c8 DELETE /api/admin/license/:uid Admin  FEMIER (& tombstone>90 XAAIE#f activate)
C9 DELETE /api/admin/license-revoked/:uid Admin ;&3 tombstone GE#M UID B]E#f activate)
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0. fERIRE

GET /api/health

200 OK :

"status": "ok",

"role": "cloud",

"version": "2.2.10",

"uptime": 3600,

"timestamp": "2026-05-24T06:00:00.000Z",

"deviceCount": 12

curl https://opta.smms.com.tw/api/health

04

1. Auth

POST /api/auth/1login

{ "email": "kowei.chen@gmail.com", "password": "...

200 OK :

"ok": true,

"token": "eyJhbGciOi...",

"user": { "id": 1, "email": "kowei.chen@gmail.com", "role": "admin", "displayName": "KC" }

401 . {"error": "Unauthorized", "message": "invalid credentials"}

JWT TTL 12 /6§ JEHRTE ZHEHT logine
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GET /api/auth/me

BB AT JWT HER user ¥4 -4t Hil% reload B E#/KE user stateo

POST /api/auth/password

{ "currentPassword": "old", "newPassword": "new12345" }

newPassword ZE/D 8 FitoDevice token —1 403 (RAEDX device user)e

05

2. Device Claim

OTP-based #m#E (Sprint 21 WI-070) :

POST /api/devices/claim/generate (user ¥i)
EIWTEX 6 I E OTP>10 DHERENC

200 OK -

"ok": true,

"claimToken": "493217",

"expiresAt": "2026-05-24T06:10:00.000Z2",
"instruction": "TERBEEMEEMALL 6 (IEEREIBUTRAE"

POST /api/devices/claim (device ¥i)

{ "deviceId": "opta-AA-BB-CC", "claimToken": "493217" }

200 OK : {"ok": true, "message": "Device claimed", "deviceId": "...", "userId": 1}

410 OTP &%

06
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3. Heartbeat

POST /api/devices/:id/heartbeat
BP9 endpointeDevice 49 30 #)—Zx[E1%R; server [@] OTA / license verdict / 5k web uploade
HER auth middleware Z Al — token % optional (B &R Rt AHE) -

Request body:

"deviceName": "opta-line-3",
"ip": "192.168.0.100",

"uptime": 123456,

"configVersion": 17,

"uid": "AA:BB:CC:DD:EE:FF",
"firmwareVersion": "5.9.130",
"firmwareVariant": "standard",

"otaProgress": null

Response 200 0K :

"status": "ok",
"license": { "status": "active", "licenseId": "LIC-2026-..." },

"ota": {

"url": "https://opta.smms.com.tw/api/firmware/download/opta_v5.9.131.bin",

"version": "5.9.131",

"force": false

BIREAY status

ok ——tJIEE
e ota_available — BEHAIfL

e download_update — BIHERIIZINI config + web (40 restore / rollback 5eAk)
Side effects:

L. Persist & PG devices % (uid PK) (cloud #&=z{;v2.2.10 dff2c2d)

). & configVersion #ME — #&2Z% auto-snapshot (source= auto-heartbeat )
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ik pending OTA / web upload # device

(o

5. MEOY cloud-bridge.onHeartbeat (Arduino Cloud F)#)

3. License upsert: R RiBAY UID Ei#2 unseen #C&%

07

4. Devices

GET /api/devices

Auth requiredeCloud ##={[E]f# PG devices & +in-memory map B union (uid £&) ;Local == fallback R
in-memorye

customer role &# tenant filter (R EBE 2 #EAR device IDs) ©

"id": "opta-AA-BB-CC",

"uyid": "AA:BB:CC:DD:EE:FF",
"deviceName": "opta-line-3",
"ip": "192.168.0.100",
"firmwareVersion": "5.9.130",
"firmwareVariant": "standard",
"lastSeen": "2026-05-24T05:59:30.000Z2",
"uptime": 123456,
"configVersion": 17,
"otaProgress": null,
"pendingCommand": null,

"registered": true,

"status": "online",

"customerId": 5,

"customerName": "Foxconn Tier-1"

v2.2.10 (commit dff2c2d) :J&7Z< /api/devices FHin-memory deviceld 7 key’&EZ[EHR deviceName {BR[E
UID B9 device EZ-c4f PG By vid PK 1% &% Opta #AM— row; EEEFHL uid 1R registered: false ©
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DELETE /api/devices/:id

filB% in-memory map _£&Y device (R& &) PG row) ©

POST /api/admin/devices/cleanup-offline

{ "olderThanSec": 86400 }

3¢ 2olderThanSec=86400 querycFEz% 86400 (24h) o

200 OK -

{ "success": true, "count": 3, "devices": [...], "olderThanSec": 86400 }

08

5. Device Config

GET /api/devices/:id/config

[@] device B9ER# config JSSON (R#F crc32 D) o

POST /api/devices/:id/config

{ "deviceName": "opta-line-3", "mgtt": { ... }, ...

Side effects:

L. ¥ backups/config.bak.{ts}.json il prune 7 KA LEE
). fEE% saveSnapshotIfChanged (source= auto-push ;v2.2.3+)

5. BUH{E{T pending download_update command

200 OK : {"success": true, "message": "Config updated"}

09
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6. Backups & Restore

GET /api/devices/:id/backups

"filename": "config.bak.1748044800.json",

"timestamp": 1748044800,
"date": "2026-05-24T00:00:00.0002",
"sizeBytes": 8421,

"summary": { "added": 1, "removed": O, "changed": 3 }

GET /api/devices/:id/backups/:filename

filename FEFTE config.bak.\d+.json *FEHI 400 Bad Request °[El5E#E backup JSONe

GET /api/devices/:id/diff?file=config.bak.{ts}.json

"added": { "mgtt.useTls": true },

"removed": { "mgtt.legacyField": "..." },

"changed": { "mqtt.broker": { "from": "...",

POST /api/devices/:id/restore

{ "filename": "config.bak.1748044800.json" }

%E pendingCommand=download_update + pendingWebUpload=true *> F3R heartbeat device U FEII§< I F HhtiL

¥ confige

7. Snapshots (H®ifif#%)

AEHR manual backup’snapshot HR#ETE configVersion EEFRFEEIES ° backups/snapshot.
{ts}.v{version}.json -FRZ{REE 50 1@ / 30 K-
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GET /api/devices/:id/snapshots?1imit=20

"filename": "snapshot.1748044800.v17.json",
"timestamp": 1748044800,

"date": "2026-05-24T00:00:00.000Z",

"configVersion": 17,

"sizeBytes": 8421,
"source": "auto-heartbeat",
"deviceName": "opta-line-3",

"summary": { "added": 1, "removed": O, "changed": 3 }

source AJEE(E:

® auto-push — Bl POST /api/devices/:id/config f&E¥

e auto-heartbeat — heartbeat {88l configVersion EA{LAHZE

GET /api/devices/:id/snapshots/:filename

[B]52%& snapshot:

"_snapshot": { "timestamp": 1748044800, "configVersion": 17, "deviceName": "...", "source":
"deviceName": "...",

"mgtt": { ... }

POST /api/devices/:id/snapshots/:filename/rollback

=1

5% pendingCommand=download_update M3 snapshot AAE[EIE ] confige

{ "success": true, "message": "Rolled back to snapshot", "newConfigVersion": 18 }

11
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8. Web Upload

Device firmware 8 inline B WebPage.h # CRC32 L{#;server tE¥ CRC- EESFAIBMEEIEE RS-

POST /api/devices/:id/web
Raw binary body ( Content-Type: application/octet-stream *ERAX 2 MB)°

200 OK -

{ "success": true, "bytes": 23456, "crc": 3735928559 }

{ "success": true, "unchanged": true, "crc": 3735928559 }

GET /api/devices/:id/web/crc

{ "crc": 3735928559 }

#mANERE] {"crc": 0 ©°

12

9. Firmware Management

Public — Device H

GET /api/firmware/latest?channel=stable

channel FJ## stable / beta / dev / all »FHs% stable o
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"filename": "opta_v5.9.131.bin",
"version": "5.9.131",

"variant": "standard",
"releaseChannel": "stable",
"size": 781234,

"sha256": "abl2...",

"changelog": "- Fix MQTTS handshake\n- Add ...",

"downloadUrl": "/api/firmware/download/opta_v5.9.131.bin"

#MAFE . {"error": "No firmware in channel", "hint": "Try ?channel=all"}
GET /api/firmware/download/:filename

[B] application/octet-stream © filename WAZBie .bin *HHI 400 °

Admin — Dashboard H

POST /api/firmware/upload

Raw .bin body (%X 4 MB) °Headers:

Header BE
X-Firmware-Version v M.m.p @0 5.9.131)
X-Firmware-Changelog-Bé4 BY X-Firmware-Changelog v > 10 Fjt (WX FEEHIZR URL-safe E X base64)
X-Firmware-Channel dev / beta / stable (FEE& dev )
X-Firmware-No-License 1 =no-license variant (B2 /L)

200 OK -

"ok": true,

"filename": "opta_v5.9.131.bin",

"size": 781234,
"sha256": "abl2...
"releaseChannel":

"changeloglLength":

GET /api/firmware?channel=stable&variant=all
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[B] channel T&]82%!2R Mt T B ATTEAR SRV device BU#RET:

"filename": "opta_v5.9.131.bin",

"version": "5.9.131",

"variant": "standard",

"releaseChannel": "stable",

"size": 781234,

"sha256": "abl2...",

"devices": { "total": 8, "online": 5, "byVersion": { "5.9.131": 3, "5.9.130": 2 } }

GET /api/firmware/:filename/devices

GET /api/firmware/:filename/channel-history

IEIpromote/demote [ aRE=% 1 { timestamp, fromChannel, toChannel, changedBy, reason } °

POST /api/admin/firmware/:filename/channel (B PATCH )

{ "channel": "stable", "reason": "Passed regression suite 2026-05-24" }

&% POST + PATCH 2 E#A(R nginx CDN FE&z#E PATCH&imRE verb #54ZZEI[E— handlere

200 OK -

JSON

{ "ok": true, "filename": "opta_v5.9.131.bin", "releaseChannel": "stable", "previousChannel": "beta" }

DELETE /api/admin/firmware/:filename?force=1

o Eizfirmware 7 stable channel = 409 Conflict (785t demote)
o EHBETEL device HIIERR — 409 Conflict *fll ?force=1 SR

o HA in-flight OTA— 4089 Conflict

POST /api/firmware/deploy/:deviceld

{ "filename": "opta_v5.9.131.bin" }

Query ?force=1 :device Y E| heartbeat [E|fER I ZI BT (FEMFEHE I update)
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JSON

{ "ok": true, "message": "OTA queued", "targetVersion": "5.9.131", "targetDevice": "opta-line-3", "for|

13

10. OTA (2 fEHE .mesb f%30)

POST /api/devices/:id/ota

GET /api/devices/:id/ota/latest

mMi{E—%2[E 410 Gone *body RKIBFI55]:

"error": "Gone",

"message": "The .mesb OTA API has been removed. Use /api/firmware/upload and /api/firmware/deploy/:c

"migration": "https://docs.smms.com.tw/migration/mesb-to-firmware-v2"

14
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11. Customers (ZHP)

GET /api/customers?tier=...&active=true

"id": b5,
"name": "Foxconn Tier-1",
"short_code": "FXN",

"tier": "enterprise",

"email": "...",

"contactPerson": "...

"status": "active",

"createdAt": "2026-04-01T00:00:00.000Z2",
"deviceCount": 12,

"onlineCount": 8

POST /api/customers

_{ "name": ||. . '"I

"short_code": "...",

201 Created ©°

PATCH /api/customers/:id

B EH

DELETE /api/customers/:id

& device> R#83% customer FET device 24 MRIERkI ©

POST /api/devices/:uid/assign-customer

$5IK:

{ "customerId": 5 }

"tier": "smb", "email": "...", "contactPerson": "...",

JSON
"status":

FRPRIEIR:
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{ "customerId": null }

Find-or-create GBE HFE customer BENE—E) :

{ "customerName": "FFEEFE X" }

15

12. Admin Users (Sprint 21)

GET /api/admin/users

{ "id": 1, "email": "kc@...", "role": "admin", "displayName": "KC", "is_active": true }

POST /api/admin/users

JSON
{ "email": "ops@example.com", "password": "min8chars", "role": "customer", "displayName": "Ops" }

PUT /api/admin/users/:id/password

{ "newPassword": "min8chars" }

PUT /api/admin/users/:id

{ "role": "customer", "displayName": "...", "isActive": false }

16
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13. Audit Logs

GET /api/audit-logs?limit=50&offset=0

limit &K 2000

"logs": [

{
"timestamp": "2026-05-24T06:00:00.000Z",
"action": "license.approve",
"userId": 1,
"objectId": "AA:BB:CC:DD:EE:FF",
"details": { "previousStatus": "pending", "newStatus": "active" },

"ip": "1.2.3.4"

]I
"total": 4123,
"limit": 50,

"offset": 0O

17

14. PG Backup Status (v2.2.6+)

GET /api/admin/backup-status

$& /var/backups/pg mount o [BfEEH pg_dump EEE:

MES 1/0 Gateway 19725



"mounted": true,

"dumpDir": "/var/backups/pg",

"dumpCount": 14,

"lastDumpFile": "pg_dump_2026-05-23.sql.gz",
"lastDumpAt": "2026-05-23T02:00:00.000Z",
"hoursSincelLastDump": 28,

"oldestDumpAt": "2026-05-10T02:00:00.000Z",
"totalSize": 1583492000,

"healthy": false

healthy: false FnixE—1{% dump BES > 26 /\Ff Z|EHEE cronjob / mounte

18

15. Cloud Bridge

GET /api/cloud/status

Local &= :

{ "enabled": false, "reason": "SERVER_ROLE=local" }

Cloud = :

"enabled": true,

"started": "2026-05-20T14:00:00.000Z2",

"mqtt": { "connected": true, "host": "...", "port": 1883 },

"arduinoCloud": { "connected": true, "thingsActive": 12 },

"devices": 12

19
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License API (Cloud-only)

License ¥Rt E&ARAE L > F§ device-side activate / heartbeat B2 admin-side Bix L FEHEE !

State A B

unseen Heartbeat EZ#7 UID BE1EIL Device Z8™{, activate — pending

pending Device activate Y admin 8 unseen {27+ Admin approve — active ; reject #$F pending
whitelisted Admin import HLZRFEZ Device activate BHIZEF| active

active approve BY whitelist + activate Admin deactivate — rejected

rejected Admin reject / deactivate Device E#f activate — pending

revoked Admin DELETE (90 X tombstone) Admin DELETE /api/admin/license-revoked jBF&

POST /api/license/activate

{ "uid": "AA:BB:CC:DD:EE:FF", "deviceName": "opta-line-3", "firmwareVersion": "5.9.130",

200 0K (whitelisted) :

JSON
{ "status": "active", "message": "License activated", "licenseId": "LIC-2026-001", "activatedAt": "204

200 0K (R¥E1%) :

{ "status": "pending", "message": "License pending admin approval" }

403 (revoked tombstone ABE) :

{ "status": "rejected", "message": "UID revoked. Contact admin." }
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GET /api/license/status/:uid

"uid": "AA:BB:CC:DD:EE:FF",

"status": "active",

"activatedAt": "2026-05-24T06:00:00.000Z",

"deviceName": "opta-line-3",

"expiresAt": null

Admin

GET /api/admin/license/list?status=pending

"stats": { "total": 142, "active": 98, "pending": 12, "whitelisted": 20, "rejected": 8, "unseen": 4
"licenses": [ { "uid": "...", "status": "pending", "deviceName": "...", "firstSeenAt": "..." } 1,

"revoked": [ { "uvdd": "...", "revokedAt": "..." } ]

POST /api/admin/license/import

{ "uids": ["AA:BB:CC:DD:EE:01", "AA:BB:CC:DD:EE:02"] }

{ "success": true, "imported": 1, "skipped": 1, "total": 2 } — pending BIEFH4k whitelisted; B active
89 skipe

POST /api/admin/license/approve/:uid

Pending — active 8 licenseld o

POST /api/admin/license/reject/:uid
EEAREE — rejectedeDevice AIER activate #[E] pending——3E IR deactivate REle
POST /api/admin/license/deactivate/:uid

Active — rejected’ #& grace period—— TX heartbeat IZZI3&] device k#E°

DELETE /api/admin/license/:uid

BEMI license row + B 90 X tombstonecDevice 21 activate EHIZiER-

N
[N
—
)
G
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"success": true,

"deleted": { "uid": "...", "status": "active" },

"tombstoneTtlDays": 90,

"hint": "To allow re-activation, call DELETE /api/admin/license-revoked/:uid"

DELETE /api/admin/license-revoked/:uid

7B tombstone GE#fH UID AJF activate) ©

20

HTTP jREERS

Code B

200 [585)]

201 Created (POST /api/customers ~ /api/admin/users )
400 Bad Request (validation %8~ filename #&z($8)

401 Unauthorized (&% Bearer / token 230

403 Forbidden (role R ;rejected/revoked license)

404 Not Found

409 Conflict (87827% A +stable channel R aTf)

410 Gone( .mesb APl BF&;claim OTP j&H5)

500 Server error

#t—iEsR shape:

{ "error": "Unauthorized", "message": "Missing Authorization header" }

21
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Body Size Limits

Endpoint Limit T R
express.json() FER 1 MB server.js:37
/api/devices/:id/web 2 MB server.js:39
/api/devices/:id/ota 2 MB server.js: 41 ()
/api/firmware/upload 4 MB server.js:43

22

CORS

Access-Control-Allow-0rigin: *

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

Access-Control-Allow-Headers: Content-Type, Authorization

OPTIONS —#£[E] 200 °

23

Legacy / Migration

Method Path 7%
GET /config 400 — Migration: Use /api/devices/:id/config instead.
POST /config Els
PUT /config Eli
24
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IS E  (v2.2.x highlights)

Version el

v2.2.10 ( dff2c2d ) /api/devices B PG (uid PK)ZI&H 18R deviceld HE buge

v2.2.6 FE /api/admin/backup-status > B53% daily pg_dump °

v2.2.4 Self-serve POST /api/auth/password +admin PUT /api/admin/users/:id/password ©
v2.2.3 POST /api/devices/:id/config fE2 auto-push snapshot:#§_L heartbeat-only FEBHI4E-
Sprint 21 WI-065 JWT auth~WI-070 device claim OTP~WI-071 user CRUD®

ADR-008 B — codebase + SERVER_ROLE i local/cloud;license #4B{E cloud E A

WI-077 MQTT credentials £ env B¢ F base64-encoded default: EFEAX ZIEHE gito

B E L

L. Auth lBF:JWT — DEVICE_TOKEN — License TokenfE—WJ&HL next() »Z2KBE[E] 401 LBAEHFT
auth.reject loge

). Mount JBFRRAE: server.js:103-117 %£# public router (auth/firmware-public/deviceClaim/heartbeat) »
B app.use('/api/devices', authMiddleware) ZHFMHE /api/devices/x EEXREFEZR {B heartbeat B4
#E FrLL eI optional authe

5. Tenant filter: customer role ¥ GET /api/devices handler A% user — device ¥ FERIRBIBIEAE R -Admin
role E&3f

. Heartbeat = cloud sync B9E##: device — server #iRBE server — device [E#Z#£EL OTA 5% ;117 admin &f
E (approve / deploy / restore) &% pending flag’ &~ —3 heartbeat 7 434

5. Snapshot vs Backup:Backup @FEf#%E P0ST /api/devices/:id/config FHY timestamped &lIZs (7 K
#) ;Snapshot B R 41T configVersion BXE R BEnF=HY (50 {8 / 30 X) °Rollback i snapshote

5. Firmware fHIp#Z 248 Stable channel #4785 demote 7 8Ef; & in-flight OTA SHTEAR device HIFZIRFFE »
force=1 ZAMITe

7. License revoked tombstone:fEff|#% 90 XA device activate E#E CBRFEREMEIN PG row % device BE)
1878) ; B1858%C DELETE /api/admin/license-revoked/:uid °

3. PATCH 3% POST: /api/admin/firmware/:filename/channel [EBF# POST BR PATCH——Afif nginx CDN &
5218 PATCH>POST & escape hatche
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